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European Organization for Particle Physics
Exploring the frontiers of knowledge
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~3M digital & analog
control channels

~34 ICS on

6 blade servers
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~25M bunch crossings/s
10-40 colllsmnslcrossmg

~10MB “photo” size

= / O(PBIs) raw data rate

~3000 DAQ servers
filter down to ~10Gb/s

3D “Photo” of a LHC Collision
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/Safety: ACIS, AC PS1, AC PS2, AC SPS1, AC SPS2, ADS, Alarm \

Experiments: Repeater, ARCON, CCTV, CESAR, CSA, CSAM, DSS, LACS, LASER,

ALICE, ATLAS, LASS, MSAT, RAMSES, Radio Protection Service, SFDIN, SGGAZ, Sniffer,
CMS, LHCb,
SUSI, TIM
LHCf, Moedal,
TOTEM

Infrastructure: cv, DBR, ENS, FM, Gamma Spectroscopy, Moni, Moon,
Alfa, AMS, Qpectrum, TS/CSE, YAMS /

Asacusa, Atrap,
Cast, Collaps, @ @
Compass, Dirac,

GIF, ISOLTRAP,

MICE, Miniball, Accelerators: Accelerator Infrastructure:

Mistral, NA49, AD, AWAKE, CLIC3, ACS, ADT, APWL, BCTDC, BCTF, BDI,

NAGO, NAG2, Elena, FCC, ILC, BQE, BQS, BQK, BPAWT, BIC, BLM,

nTOF, Witch, ... ISOLDE, LEIR, LHC, BOF, BPL, BPM, BOB, BRA, BSRT, BTV,
Linac 2/3/4, PS, PS BWS, Cryo, CWAT, FGC, LEIR LLRF, LHC

GCS, MCS, Booster, SPS Beam Control, LBDS, LHC Logging

MSS, Cryo Service, LTI, MKQA, OASIS, PIC,

QDS/QPS, SPS BT, Vacuum, WIC
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| Bye, MS Win. Welcome RasPI & Arduino |

[Core-ICS apart, interconnections will grow]

[ ICS and loT will merge in some way ]

[ Wireless is already on the plant-floor ]

[ Internet & cloud access will become normal ]

{Incentives for secure ICS lacks business case}

The Problem 2.0
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Anonymous Coward Re: Do you think it's possible for the CERN LHC to be hacked?

User ID: 69274003
B | lnitad - From: 1 Sent: Fri 2012/03/23 15:02
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Impact & criticality analyses
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Rigorous safety systems
prevent (malicious) damage,
but reduce availabilities
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Similar training for IT admins &
control system experts

“hiteHat” program to teach people
pen testing & vulnerability assessments.
But “Responsmle disclosure” fails..

=~ " P.S.Why do students come
- “ /A wlo security knowledge?
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Inventory of assets:
Connected devices

- (DC,ICS), VMs, DBs,
| accounts, websites,

BT o o T SRS

AnaIyS|s of |dent|fy (hldden) dependencies
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sPRASSS E One IT service to rule them all:
Ext)SZea &

yuse 2t Network, O/S & VMs (WSUS, Puppet),
Synpify \TARUS DB, SSO/AD/2FA, storage, web,...
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S8 Basir Same vulnerability management
B (but W|th different time-lines)

|DS SystemS' L intelnigence rramework SIEM nespuine
Bro, Snort/ Suricata Batch & custom jobs
r 1 N A

T ~3TB/day ingress data.
Live analyzed.

Auto-notification of stake-holders.

correlation anc
Real time indexing ;
] aggregation
t t
Automatic scan results |~

woeos - ONE CERT for all incident responses
: e o e |

Single Sign On logs

Web logs

DNS logs

( Network database  Active Directory
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ICS software not different to
any other programming

1

e Usmg same SDLC. Using same tools:
| Git & gitlab-Cl, Jenkins, Koji, Maven,

statlc code analyzers, .

Effort needed to integrate
commercial products...

Z
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« - @SN ILL parmanent isolation impossible

CERN Single Slgn On
(i.e. economically costly)

Multi-Factor Authentication requested
Sign in with second factor verification } ! R
Reminder: you have agreed to comply with the CERN computing rules N\ '." A

Select your Multi Factor system

ﬂ o o Security vs Usability:

Two factor authentication asking your CERN credentials, and a verification code w
be sent by SM5 to your CERN mobile phone.

i Acceptance threshold
Two factor authentlcatlon askmg your CERN credentlals and a verification code

PR T

using Google /-

Yubikey @ PuTTY (mactwe)
? Two factor au’ [iSel =
using your U5/ Sl o
ol Smartcards
il

L Twc factor au

Rolling out 2FA AuthN:
MS Win pain & no silver bullet

Lg@\[ Bridging the Gap...
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Ineendent test-stands
for initial dev’t & roll-out
expenswe & impossible...

Final dev’t only

B9 possible on real HW...®
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CYBERSECURITY

EU AGENCY AND CERTIFICATION FRAMEWORK S!

cyoer-attacks, improve cyber res lience and increase trust in the Digital Single
1"""“‘ ’n
on the European Agency for Network and Information Security u

ENISA), which will inprove coordination and cooperation across Member States and EU institutions, agencies and bodies
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also new consumer
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of devices (*Internet of Things") which drive today’s critical infrastructures, such as energy and transport networks, and

connected cars
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We need Incentives!



[ Central patching & provisioning ]

[Adapted perimeter. 2FA access control. IDS.]

[Central services managed by CERN IT]

[ Wifi on plant floor is professional faulit ]

[ Staged hopping from Internet to plant floor ]

[ Involving vendors and complaining bitterly! }

D) gidrusienaena - The Problem 2.0: CERNs Approach
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